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Abstract: In order to prevent attacker traffic classification attacks, a method for generating deception traffic based on
adversarial samples from the perspective of the defender was proposed. By adding perturbation to the normal network
traffic, an adversarial sample of deception traffic was formed, so that an attacker could make a misclassification when
implementing a traffic analysis attack based on a deep learning model, achieving deception effect by causing the attacker
to consume time and energy. Several different methods for crafting perturbation were used to generate adversarial sam-
ples of deception traffic, and the LeNet-5 deep convolutional neural network was selected as a traffic classification model
for attackers to deceive. The effectiveness of the proposed method is verified by experiments, which provides a new me-
thod for network traffic obfuscation and deception.
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